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Path modeling and cooperation in wireless sensor networks to increase

efficiency and reliability

Abstract

This research looks into cooperation in sensor networks and their related challenges. Cooperation is
defined as the tendency of network nodes to forward packets to other nodes. Non-cooperation of nodes
with each other is considered a type of misbehavior. Cooperation methods aim to reduce the effect of
misbehaving nodes representing a kind of selfishness in the network. Subsequently, methods based on
charging and reward models are used to motivate nodes to cooperate. In the proposed method, due to
dynamic cost management, all nodes are forced to cooperate and distribute traffic in the network. Each
node must calculate and declare its route cost according to the consumed energy. Source nodes tend to
choose routes imposing a lower cost. In this way, without contradiction, they force the nodes to reduce
their profit and subsequently reduce the fraud caused by price increases to increase rewards. Also, the
necessary motivation for the participation of all nodes in the network is provided. The core of this
routing method is sensitive to the path cost, based on the combination of dynamic pricing technique
and AODV routing. The proposed method regarding network traffic distribution and helping low-
power nodes works better than the previous methods. It strengthens the cooperation rate and network
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lifetime due to uniform energy consumption between nodes.
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Introduction

Wireless sensor networks (WSNs) are composed of many
micro nodes with sensing, computing, and communication
capabilities and have penetrated various fields of application.
The limited communication and calculations resources and
energy consumption are the main challenges of WSNs. Sensors
are microdevices that are densely distributed in the
environment to be within the transmission range of each other.
As soon as the distance of the nodes exceeds the predetermined
transmission range, the communication of the sensors is
disrupted [1]. One of the challenging issues in sensor networks
is the routing process [2]. Over the past few years, various
algorithms have been introduced to solve this challenge. The
algorithms presented can be classified into homogeneous and
heterogeneous  categories. The central premise of
homogeneous algorithms is the equivalence of the network
components regarding the transmission range. Heterogeneous
algorithms have more flexibility compared to their
homogeneous counterparts.

Apart from the benefits mentioned, ad hoc and sensor networks
face various challenges, such as the performance of nodes in
the network individually. There are various reasons for the lack
of cooperation between nodes and forwarding packets in the
network. Forwarding packets from other nodes consumes
significant transmission time that can be spent on sending their
packets. Packet transmission can consume battery energy, a
vital resource for nodes. In [3], an authentication routing
protocol based on public key cryptography is proposed, which
provides secure routing conditions in open and managed
environments. Recently, electronic science researchers have

presented economic theory techniques to solve various
network problems. In recent years, productivity models, game
theory, auction theory, etc., have been successfully applied to
various problems. Pricing models for motivating nodes [4, 5,
and 6] are simple examples in this field. In simplest terms, the
purpose of an economic model is to represent the complex
behavior of humans as a specific behavior.

Economic theory mainly focuses on developing relationships
between supply and demand [7]. Such relationships are
described as equations, and supply and demand operators are
adjusted. Numerous efforts have been made to understand the
concept of pricing in wireless network services from an
economic and engineering perspective. Nodes in ad hoc mobile
networks act as routers and terminals at the same time. Due to
the lack of routing infrastructure, nodes must cooperate to
establish communication. Cooperation in the network layer or
so-called routing leads to a way to forward and relay the
packet.

In [8], Marti et al. have done the first research on route
discovery in routing protocols. The proposed method uses a
WatchDog to detect misbehaving nodes and a route evaluator
to choose a route away from them. In [9], Buchegger and Le
Boudec proposed a confidant protocol based on the
unattractiveness of misbehavior. They added observation,
discovery, and response mechanisms to a routing protocol to
ignore uncoordinated nodes in the network. The security
structure of the proposed method is based on a distributed
security manager running on each node.

In this study, we define cooperation as the participation of
nodes in network activities to send others packets without



making any changes to them. Then we will examine the details
of the cooperation issue in sensor networks and the existing
methods in this field.

Proposed method

In this section, the motivation mechanism based on the
business model combined with the AODYV routing protocol is
used to strengthen the cooperation rate between the nodes. The
presented model considers a mechanism for nodes to
communicate their consumption costs for sending other nodes
packages and gives nodes sufficient independence to
communicate costs to increase their rewards. Each node or
subnet broadcasts a RouteRequest message between its
neighbors. If the receiving node is not the final destination of
the message, it inserts its ID as one of the route nodes in the
message and broadcasts the message again. This process is
reiterated until the receiving node is the final destination of the
message. In this case, the destination node creates a
RouteReply message and forwards the message to the source
node through the inserted node IDs. Route nodes are obliged
to return RouteReply to announce their desired reward in
exchange for packet forwarding along with the message to the
source node. They calculate the route cost and announce it to
the source node. The source node calculates the sum of all the

rewards of the route nodes and announces it to the intermediate
nodes for each traffic unit. Each source node checks whether it
can send the traffic after checking the amount of data traffic
and the announced rewards (multiplying the rewards by the
amount of traffic). The source node must subtract the total
rewards from its budget in each transmission and pay to the
intermediate nodes. Only by having enough budgets can the
node send its packet and get budgets by forwarding other
nodes' packets. This process stimulates the nodes to cooperate
with others.
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The source node chooses the route with the lower intermediate
nodes' cost if several routes to the destination are proposed. If
several routes with equal costs are proposed, the route with the
shortest distance is selected as the final route. Therefore, route
nodes are encouraged to declare a lower reward to win. The
cooperation of nodes with others continues until they get
enough budgets. As soon as this budget is realized, the nodes
refuse to send the other packets. This work saves the energy of
the nodes and provides them with a chance to gain credit [10-
12].
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Figure 3: Broadcasting method of RReq
As shown in the figure, after inserting its ID in the RREQ), the completed. Any node with a path to the destination node
source node broadcasts the message. Each receiving forwards the message to the destination. The following figures
intermediate node inserts its ID in the message. The possible show the return process of RRep from the destination node to
routes are determined as soon as the message return is the source node.
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Figure 4: Broadcasting method of RRep



Figure 5: How to send data and pay rewards in the route found
The simulation of the proposed model has been done in
GlomoSim software. According to the objectives of the
proposed method, the following network evaluation
parameters have been selected:

* Network throughput: network throughput depends on the
percentage of nodes' cooperation. The greater the cooperation
between nodes, the more packets are forwarded in the network;
subsequently, more packets reach their destination safely.

* Budget production rate

* Budget consumption rate

* Profit rate of nodes

* Monetary balance of the network: the performance of the
proposed method is such that the network nodes do not have a
budget fluctuation (imbalance of the budget distributed among
a group of nodes). Strengthening the monetary balance of the
network means more cooperation of all the nodes in the
network and, as a result, the same distribution of traffic in the
network.

* Network efficiency: network efficiency corresponds to the
number of healthy packets reaching the destination node.

+ Reliability: total reliability means the optimal network
performance in the presence of node misbehavior.

Simulation scenarios

We consider two scenarios to simulate two different situations.
In the first and second scenarios, 15 and 30 nodes are randomly
distributed in a 600 X 600 space. Both scenarios are simulated
in uniform and non-uniform traffic conditions. In the first case,
each node randomly sends traffic with a fixed rate to one of the
other nodes, producing uniform traffic in the network. In the
second case, traffic is generated only in a part of the network,
so some nodes cannot get much budget. The simulated
algorithms are introduced below:

1- Simulating the AODV protocol in a situation where the
energy consumption of the nodes has increased due to the

forwarding of packets from other nodes, and the presence of
misbehavior in the network has been fully implemented.

2- Simulating the PDM algorithm (proposed plan) in a
situation where the rewards of all nodes are obtained based on
the supply and demand function proposed in [17].

3- Proposed algorithm based on NES reward estimation
method

4- Proposed algorithm based on EES reward estimation
method
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Figure 6: Topology used in the simulation

In this research, the same classic radio model is used. A radio
consumes a certain amount to run the receiver or transmitter
circuits. We also have for transmitter amplifier:

| mp =100pJ /bit/m’

Results
AODV protocol is evaluated with the deployment of 15 nodes
in the topology. In this topology, all nodes are receivers and



transmitters simultaneously. The plot of energy consumption
of the nodes of this network calculated based on packet
forwarding for others is represented below:

600000
500000
400000
300000

200000
100000
0

Energy Consumption for other
nodes (ul)

10 11 12 13 14

Figure 7: Plot of energy consumption of each node based on packet forwarding for other nodes

As shown in figure (6), only the nodes in the middle of the
network can complete the forwarding. No cooperation has
been applied in this network; the reluctance of nodes to
participate in network activities is logical because they lose
their energy immediately.

In the first scenario, considering uniform traffic, nodes 0 to 7
send traffic to nodes 7 to 14, respectively. Subsequently, nodes
8 to 14 send traffic to nodes 6 to 0, respectively. The size of
exchanged packets in 10 seconds is 128 bits. The start time of
the simulation is different in each session, and it continues until
the end of the simulation. The constructed route resulting from
the implementation of the EES method between source 10 and
destination four is shown in Figure 7:
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Figure 8: Routing process between nodes 10 and 4

The route cost is equal to 1.8, while the cost of the other
constructed routes 10-9-4 and 10-13-4, 10-12-4, 10-6-4, 10-11-
9-4, and 10-14- 4-9 is equal to 2.4, 2.4, 2.4, 2.4, 4.8, and 4.8,
respectively. The reason for communicating a lower price from
node 0 is that it sent its data to node 7 earlier than other nodes
at the beginning of the simulation and increased its BS.
Therefore, the declared reward of node 0 is reduced based on
Relation 5.

Another sample route from source node 12 to destination node
2 is shown in Figure 8. This session was done in the second 5.5
of the simulation process.
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Figure 9: Routing process between nodes 2 and 12

Also, the route formed from the source node 14 to node 0 is
shown in Figure 9. The corresponding session started in the
second 9.5 of the simulation:
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Figure 10: Routing process between node 14 and 0

We recheck the above route at the end of the simulation to
understand how to reduce the cost of the nodes after a certain
period of activity in the network. The resulting plot is shown
in Figure 10:
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Figure 11: Routing process between node 14 and 0 in 9 seconds
of simulation

Now, let us evaluate the performance of node 3 in a worse
situation than other nodes in the network. We consider the
requested rewards of node 3 in the session created with source
5 and destination 12. The plot of Figure 11 reflects the change
process of this node's reward during the simulation.
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Figure 12: The reward changes of node 3

As shown in Figure 11, node three is reducing its reward due
to insufficient BG. This node reduces its reward in the form of
a downward trend until it is selected as one of the route nodes.
The initial reward of each node is set equal to 2.4 at the
beginning of the process. The initial value of Fp is equal to
E(1). Also, the initial values of BG and BS are equal to 1. So,
the energy consumption of each node per one unit of traffic
equals 1.2.

BG1
P(1)=E()+ ﬁEFp(l)

24=FE1)+1.EQ)

24 =2E(1)

E(1) =12
The position of node 9 in the network is such that it is selected
with a maximum of 2 hops in each route. Therefore, the total
cost of the route passing through it is lower than that of node
3. Therefore, this node continuously increases its A and P
factors until it is not selected or its budget reaches the
maximum value.
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Figure 13: The reward changes of node 9
In the simulation parameters, the maximum reward for each maximum budget after a certain period, it is impossible to
node is set at $7. Before reaching the maximum budget, node increase its reward.

9 has reached a reward of $6. Even if node 9 does not reach its
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Figure 14: Budget plot of each node with uniform traffic
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Figure 15: Budget plot of each non-uniform traffic node
As shown in the figures above, there are no low-budget nodes the network or the presence of nodes carrying more traffic on
left. The deployment of nodes in sensitive points or edges of the route cannot prevent the acquisition of budgets.
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Figure 16: Plot of energy consumed in each node with uniform traffic
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Figure 17: Plot of energy consumed in each node with non-uniform traffic

By applying non-uniform traffic, it is logical to obtain non- respectively. The lowest consumed energy is related to the EES
uniform results. According to the results of the above figure, method. Reduced energy consumption in nodes means more
energy fluctuates just like the budget level. The highest and energy reserves for future communications.

lowest fluctuations are related to PDM and NES methods,
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Figure 18: Final profit plot of each node based on uniform traffic in the ESS method
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Figure 19: Comparison of budget production and consumption rates in each node based on uniform traffic in the ESS method
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Figure 20: The final profit of each node based on non-uniform traffic in the ESS method
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Figure 210: Comparison of budget production and consumption rates based on non-uniform traffic in the ESS method

source node is more than the cost spent to send the packet. The
According to the results of the above figures, the profit of the cooperation of nodes with others never leads to losses. In the
nodes will never be negative. The reward received by the worst case, nodes get budgets as much as they need.
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Figure 22: Throughput plot of each node based on uniform traffic
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Figure 23: Throughput plot of each node based on non-uniform traffic

In the second plot, the throughput of nodes that have not In the next step, the coalition and insurance algorithm are
received a packet is zero. Also, the throughput rate of other added to the EES method, and the extracted results are shown
nodes changes depending on the received traffic. in the figure below.
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Figure 24: Node budget balance resulting from complementary methods based on uniform traffic
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Figure 25: Node budget balance resulting from complementary methods based on non-uniform traffic

In the second scenario, 30 nodes are deployed in the network
in the form of the following topology.
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Figure 26: Topology used in scenario 2

The previous evaluation has been done again for a topology
with 30 nodes. The plot of energy consumed to send packets to

other nodes in conventional AODV without any cooperation is
shown in Figure 26.
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Figure 27: Plot of consumed energy for 30 nodes

Because the sent traffic rate and simulation time are not added
to the plot, the level of the budget obtained and the energy
consumed is also lower.

Conclusion
Despite the applied limitations, the proposed system has
achieved high throughput, and the throughput rate of most

nodes is maximum. In comparison with the previous systems,
the efficiency of the algorithm is higher due to the dynamics of
the method and creating coordination in sending traffic and
balanced rewards. Non-uniform energy consumption leads to
complete energy depletion of a group of nodes and their
removal from the network. Removing nodes from the network
disrupts the activity of a part of the network and eventually



brings down the entire network. Also, according to the results,
after an extended period, the nodes still have much energy to
continue life and guarantee the routine activity of the network.
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